Culture, Conduct and Ethics

Regulators globally are imposing large fines for misconduct
Misconduct is not new, but multi-million dollar regulatory and criminal fines reveal weaknesses in risk management.
Timeline of major bank fines from 2008 financial crisis (Asian regulatory action shown in red)

2008

March 2008

July 2010

November 2013

August 2014

December 2017

US multi-national
bank buys investment
bank in a fire sale for
$10 per share

Leading global investment
bank pays $500+ million
fine to Securities Exchange
Commission (SEC) over
misleading debt offering

US multi-national bank
pays over $10 billion in
settlements in a single
day over Residential
Mortgage-back Securities

US multi-national bank
pays record of almost
$15+ billion to settle
with US authorities over
RMBS sales

Hong Kong’s
securities regulator
fines UK multi-bank
US$330,000

2009

2010

September 2008

February 2012

Investment bank
files for
bankruptcy. US
government bails
out several large
US financial
institutions

Five US banks
pay $20+ billion
in national
settlement over
foreclosure
practices

2011

2012

February 2012
Five US banks
pay $20+ billion
in national
settlement over
foreclosure
practices

2013

2014

December 2012
Hong Kong based
global bank fined US
$1.9 billion in
money-laundering
case

2015
June 2013
Singapore
punishes 20
banks in rate
probe

2016

2017

2018

2017

February 2018

Total fines paid by
financial institutions
exceeds $150 billion

China fines 19
banks US$3bn
over loan
fraud

As of 2018, Banks globally have paid over US$321 billion (S$453 billion) in fines since 2008
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What does misconduct look like?
Misconduct can take many different forms.
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Banking

• Mis-selling of retail banking products to vulnerable customers
• Fees for ‘no service’
• Rogue trading

Wealth

• Provision of poor financial advice
• Failure to deliver on service commitments

Insurance

• Biased or inconsistent claims outcomes that deny customers
otherwise legitimate payments
• Mis-selling of insurance products to customers who do not
need them

Pensions

• Failure to make appropriate payments into employee
pension funds inline with legislation or contractual
agreements
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The effect of misconduct

It can take a long time to build up investors’ trust
and confidence. The same trust and confidence can
be lost very quickly when there is misconduct, and
can take even longer to restore.
- Australian Securities and Investments Commission

….adversely affecting an organisation’s reputation, its customers and ultimately
its profitability and growth.
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What is Conduct Risk? Defining culture, risk culture and Conduct Risk
Organisations need to balance meeting business targets and promoting a culture of ethics, compliance, and
risk management. While focused on growth, business practices need to protect clients/investors, promote
market integrity, and comply with applicable rules.
Defining Culture, Risk Culture and Conduct Risk
Culture

Risk Culture

Conduct Risk

Norms

Risk Taking

Outcomes

Habitual behaviours and
mindsets that characterize a
particular organisation

“It’s the way things get
done around here”

Promote good
behaviours

Attitudes, decisions, and
behaviours relating to how risk is
understood and managed

“It’s what I do when
nobody is watching”

Understand
vulnerabilities

Business practices that can
adversely affect customers, the
organisation, other employees,
and the marketplace

“It’s the impact of my
actions”
Prevent and
mitigate
misconduct

Analytics
Proactively enhance culture and identify early warnings of misconduct
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Drivers of misconduct
Individuals and leadership not responsible for poor conduct. Appropriate action is not taken
in response.
Conflicts of interest not identified / managed. Employee self-interest prevails.
Recruitment, remuneration, promotion and professional development decisions that value
short-term revenue generation over other aspects of performance.
Disparate subculture / prevailing problematic culture. Failure to have a uniformity of culture
established, underpinned by a single guiding business purpose.
Complex and disconnected, “growth at all costs” business model. Silos develop where
different cultures, behaviours and operational practices incubate.
Product development and sales focus is on revenue growth alone and not on meeting
customers needs and what is most suitable for the customer.
Manual and complicated processes and procedures. Increase the chance of error and give
people the incentive and opportunity to ignore controls.
Weak systems for monitoring and surveillance. Lack of proactive insight to help flag
misconduct.
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People

Process

Technology
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What is conduct?

“Good conduct is when an organisation’s behaviours
and practices deliver suitable and fair outcomes for
its customers”

Misconduct relates to the unethical behaviour of employees that
ultimately benefits themselves and unfairly affects their customers.
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The benefits of good conduct

Reputation

Protected and positive reputation

Engagement

Improved customer engagement

Retention
Growth
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Retain customers and reduce churn

Solid platform for growth of the organisation
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Asking these questions is the first step into identifying the actions an
organisation is taking to identify / treat conduct risk
Are our existing
processes adequate
and consistent to
provide guidance on
BAU? Are they clearly
communicated and
understood?

Do we know where
conflicts may occur? Do
we have adequate
controls to prevent,
detect, or correct them?
Is our business model
cohesive and does it
enable us to have a
singular common
objective?
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Are there better ways to
incorporate our clients’ needs
and suitability into our
products?

Does our culture
encourage people to
speak up?

Does our
technology enable
us to perform
effective
monitoring and
surveillance?

Do we place
adequate and
appropriate focus
on remuneration
and compensation
model?

Do our first lines own the
risk? Are our second lines
strong enough to “check
and challenge”?

Have we made use of our data
and technology to support and
enable us in detecting or
preventing conduct risk?

FSI Regulatory Talk Series
FSI Regulatory Talk Series

9
9

Techniques To Manage Conduct Risk Span Across The Organization
Organizations remediating FX settlement and other related consent orders have focused on establishing a conduct risk
control environment across the three lines of defense
Policies & Training

Governance
•

Remediation Steering
Committees

•

Ethics/ Culture/ Conduct SubCommittee of the Board

•

Conduct Risk Oversight
Committee

•

Supervisory Committees

•

In-business risk and controls
teams

•

Benchmark Oversight
Committee

•

Communications, Reporting
and Metrics

Policies:
•

Code of Conduct

•

Global Escalation policy

•

Global Benchmark policies

•

Sales & Trading policies

Supervision

•

Supervisory hierarchy and
roles and responsibilities

•

Supervisory alerts, tools
and dashboards

2nd LoD:

Trade monitoring alerts

•

E-Communication and voice
surveillance tools

•

Trade surveillance tools

Other

•

Compliance risk assessments,
and compliance testing

•

•

Operational Risk external
control failures

HR performance management,
incentives and disciplinary
alignment with conduct

•

•

Employee and Customer
Issues Escalations and
investigations

Product Control post-trade
reviews

•

New product approval process

Anti-Collusion policy

•

Guidance on confidential
information, Need to Know, etc.

•

Escalation procedures

•

Business-led
Conduct
risk/Conflict of Interest
taxonomy

Culture and ethics training

•

Conduct risk training

•

Benchmark submission
process training

•

Escalation and whistleblower
training

Attestations

Desk supervisory
framework

•

•

1st LoD:

•

•

Training:

Other

Controls

•

Risk Control Self Assessments

•

•

Trade mandates / permissible
trading product lists

Head of Business attestations to
controls framework (e.g., FCA)

•

Employee and/or supervisor
attestations (e.g.,
acknowledgment of the code of
conduct, personal trading
account disclosures, etc.)

3rd LoD:
•

Internal Audit assessments

•

Board assurance reports

•

Validation of remedial actions

Enterprise-wide (Institutional, Retail, Consumer)
Across businesses and regions: FX, Rates, Commodities, Credit, Equities….
Across all Lines of Defense…
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